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What Are Botnets

@ Botnets are networks of computers infected with bot code
@ Bot code allows a third party to control a computer
@ The botmaster controls the botnet

@ Botnets steal private information, send spam, or perform DDoS attacks among
other activities
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What is a Communication Structure

@ Communication structures organize communication with the botnet
@ Allows botmaster to control the botnet easily and quickly

@ Knowing the communication structure is important to detect and take down a
botnet

@ There are two main kinds of communication structures:
e Command and Control (C&C)
o Peer-to-Peer (P2P)
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C&C Communication Structure

Server

@ Bots communicate with one or more
central servers (1)

@ Host is infected with shellcode

@ Shellcode directs host to download
bot

@ Then machine contacts a server and @ 3) Infect with Shellcode @

2) Infect Vulnerable Host
—
1) Task?

waits for orders

Bot Uninfected
Host

Figure: The infection process of a C&C botnet
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C&C Analysis

botmaster

Pros:
@ Low latency (1)
@ Simple to write (1)
Cons:
@ Easy to detect
@ Removal of central point takes down
botnet (2)

Figure: An example of how a C&C structured
botnet may be set up.
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P2P Botnet
P2P Communication Structure
@ Decentralized structure

@ Communication occurs directly with other bots

@ Messages are passed through network

Botmaster P2P Bots

Figure: An example of how a P2P structured botnet may be set up.
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P2P Communication Structure

Host is infected with shellcode

Bot must find other bots in the network
Populate initial peerlist

Use to diversify peerlist @ S —— > @
Process is repeated periodically DYy,

2) Request Botcode

®© 6 6 6 0

P2P Bot ___Dnfectwith Shellcode ___,  Uninfected Host

Figure: The infection process of a P2P botnet.
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P2P Analysis

Pros: g =
@ Hard to detect -
@ Very robust

Cons:

@ High latency
@ No guarantee of communication (2; 4)

Figure: An example of how a P2P structured
botnet may be set up.
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Communication Structures and Botnet Detection

@ Overlay topologies can detect botnets (5)
@ Overlay topology is a description of a pattern in a graph

@ An overlay can be based on a communication structure

Figure: An example of a ring graph.
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Detecting Botnets Using Overlays

@ Only cares about if communication occurred
@ Encryption or other techniques to disguise data are not effective (3; 5)

@ Must be used in conjunction with other detection techniques (5)

N

Figure: An example of a C&C overlay in use.
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Background of Miner Botnet

@ Active from December 20th, 2010 to February 2012
@ DDoS attacked German and Russian Websites

@ Started mining bitcoins around May 2011 (6)
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Miner Botnet Communication Structure

@ Started out as pure C&C botnet (6)
@ P2P aspects added later on
@ Hybrid communication structure

@ Increases robustness

o Easier for botmaster to handle
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Case Studies Miner Botnet

Miner Botnet Communication Structure

Static Master C&C Servers

Tier 1

o Release Authorized Commands,
Query for Distribution \iss. and Updates
Servers

P2P /CDN Layer
Distribution Servers
Tier 2

Query for Commands, Lists,
and Updates

Report Status
of Activities

Distribute Commands,
Lists, and Updates

Figure: The four tiered communication structure of the Miner botnet. Image taken from (6)
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Analysis of Communication Structure

@ Very robust design

@ Multiple back up systems

@ More communications than a normal P2P network
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The Waledac Botnet

@ Was active from December 2007 to 2010 (7)
@ Predecessor to Storm Botnet

@ Somewhere between 70,000 to 160,000 members at peak

Around the size of Fargo, ND
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The Waledac Botnet

@ Takedown occurred in Feburary 2010
@ Headed by Microsoft
@ Symantec and other Universities helped (8)

@ Same communication structure as Miner botnet
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Disrupting the Upper Levels

@ Microsoft court order blocked 277 domain names (8)

Removed the entire upper two levels of the botnet

Botnet would have still survived

Effective until botmaster purchased new domain names
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Disrupting the Lower Levels

@ Used Peerlist poisoning (7; 9)
@ Fake bots are added to botnet
@ Plant non-existent bots into peerlists

@ Causes ability to propagate messages to degrade

An example of a botnet
before peerlist poisoning
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Disrupting the Lower Levels

B

@ Used Peerlist poisoning (7; 9)
@ Fake bots are added to botnet ﬂ
@ Plant non-existent bots into peerlists ‘

@ Causes ability to propagate messages to degrade

An example of a botnet
after peerlist poisoning
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Composite Effect

@ Neither level strictly necessary
@ Both levels had to be disrupted in unison

@ Short window of opportunity
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Conclusion

@ Knowing how the botnet is set up is critical for takedown
@ Decision to use P2P or C&C networks is a trade-off

@ Mixing the two systems creates a very robust botnet
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Questions

Questions?
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. Conclusion |
The End

FREEDOM!
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