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The big picture

What are automated
bots and why do we
want to detect them?

Why are they bad for
online games?

Server-side detection

Review two bot
detection approaches Game: Runescape

http://tinyurl.com/leqhmtj
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Automated bot

A program that plays the
game

Bots are scripted to do
very specific tasks

Bots primary target large
player-base games

Bot examples: Aim Bot,
Farm Bot

http://tinyurl.com/oyonmj3

Lee (U of Minn, Morris) Bot detection in Online Gaming December ’13 5 / 37

http://tinyurl.com/oyonmj3


Massively multiplayer online games (MMOGs)

Game: World of Warcraft
http://tinyurl.com/lya55es

Players are in it for:
fun, and
to compete against each other

Introduces:
repetitive tasks
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Bots can perform specific tasks

Can easily perform repetitive task
example: gathering resources and fighting monsters

Game: World of Warcraft
http://tinyurl.com/ljj7m7l
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What harm are they to a game?

Bots are used to gain advantages over legitimate players

They take away the fun and competitiveness making the game
lose its purpose

Legitimate players leave the game and game developers lose
revenue

Game developers have to constantly create new detection and
prevention methods
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Terminologies used in detection approaches

Online Game: always running on the server-side; a connection
between a game and its clients where information is sent between
them

Action: an interaction inside the game by the player; actions are
information and is sent to the game, examples: talking, attacking,
being blocked by virtual objects

Timestamp: the real time taken when information is sent

Coordinate: a set of numbers identifying where the player is
located in the game; a movement is a set of coordinates
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Server-side detection

Hidden from players and has low computational cost

Analyzes information from logs

Log
Contains information of everything pertaining to the game

Has client information

Available only to game developers
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Log Example

Game: Quake II
http://tinyurl.com/m6gqx2c
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Waypoints with Path Segments Overview

Movement analysis approach

Focus on the repetitive movements of bots

Algorithm takes the following steps:

1 Simplifies a movement

2 Find waypoints of the simplified movement

3 Find the average path segment measurement of the simplified
movement
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Ramer-Douglas-Peucker Line Simplification Algorithm

A movement from a log can be represented as path

Use to simplify a path

Important for removing clusters at close intervals

Examples of close-interval actions: moving slowly, not moving,
and being blocked
Result: simplified path that represents our movement
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RDP Algorithm Example

http://tinyurl.com/7ohrq54
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RDP Algorithm Example

http://tinyurl.com/7ohrq54
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RDP Algorithm Example

http://tinyurl.com/7ohrq54
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RDP Algorithm Example

http://tinyurl.com/7ohrq54
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RDP Algorithm Example

http://tinyurl.com/7ohrq54
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RDP Algorithm Example

http://tinyurl.com/7ohrq54
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Simplified Movement

A custom clustering
algorithm based on
k-means algorithm is
used to find clusters

http://tinyurl.com/nfedb8x
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Waypoints

Constructs waypoints
for clusters

http://tinyurl.com/nfedb8x
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Path segments

Between each waypoint is a
path segment

The measurement use for
determining bot is:

# of path segments traversed
Distinct path segments

http://tinyurl.com/nfedb8x
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Performance evaluation

World of Warcraft Private Server

Ten players, beginners to experience players

Two bot program: ZoloFighter Bot and Glider Bot

Four hour long movement, a total of 14 movements
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ResultsSecuring Online Games

34 IEEE SECURITY & PRIVACY

and the free ZoloFighter bot (www.zolohouse.com/
wow/wowFighter), using the same template characters 
as the human players. We created two game traces per 
bot, using di!erent bot paths each time. Blizzard re-
cently sued the company that developed Glider, which 
clearly shows how seriously game providers are taking 
the botting threat (see http://forums.worldofwarcraft.
com/thread.html?topicId=14910002728&sid=1).

The WOWalyzer 
Next, we fed our traces into the WOWalyzer, a Java 
program we developed to visualize and analyze game 
traces based on the methods described earlier. As ex-
pected, the human movements looked random, with 
very few waypoints or path segments passed more than 
once; the bots, however, quickly showed repeating 
movement patterns. Depending on the length of the 
bot path and the number of enemies along the way, 
it took between 10 and 45 minutes until the beaten 
track was clearly visible from the movement graph. 

Detection based on average path segment  passes. 
Looking at the number of average path segment 
passes, the bot samples exhibited steadily increasing 
numbers, as Figure 2 shows, with the slope depend-
ing on the bot path’s length. The noticeable dip of the 
ZoloFighter sample around time 1,800 owes its shape 
to the fact that a human player took over at roughly 
packet 1,200. The goal was to purposely disrupt the 
bot path and evaluate the in"uence on our detection 
mechanism. Later, at packet 1,800, we taught the bot 
a new path, which let the number of average line seg-
ment passes rise again. In sharp contrast, the human 
samples show steadily low numbers, settling down 
below two. 

Detection based on repetitions in the waypoint 
 sequence. To measure repeated subsequences in the 
waypoint sequences, we calculated the average LCP of 
the su#x array created from the waypoint sequence. 
As Figure 3 illustrates, the bot samples show signi$-
cantly higher values than the human samples because 
they contain a lot more as well as longer repeated sub-
sequences. According to the graph, the human players 
didn’t move in repeated patterns, which kept the aver-
age LCP on a stable low level below two, sometimes 
even below one. 

Our Approach’s Accuracy 
The test results show that our technique can reliably 
distinguish between bots and humans. In general, we 
see that after a short time, the numbers for bots and 
humans start to diverge, as the bots begin repeating 
their movement pattern on their second run. The de-
tection metrics trigger a bot alert whenever the num-
ber of average path segment passes or the average LCP 
reaches a certain threshold. In our implementation, we 
set the threshold for both metrics to $ve which detects 
all bots within 12 to 60 minutes while ensuring that no 
humans are falsely classi$ed as bots. Once these values 
are reached, the trend continues, and the values never 
go back to normal as long as a bot is in control. 

Our testing shows that it takes WOWalyzer less 
than two seconds to process four hours of gaming 
time on a single-core, 1.6-GHz Pentium-M. How-
ever, we propose using a sliding window of two hours 
to make the approach scale well; the time consump-
tion of some processing steps rises at a quadratic rate. 
A shorter observation window also improves the ap-
proach’s results for scenarios in which a human player 
plays for a while before switching over to a bot in 
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Figure 2. Average path segment passes. As bots only move on a precon!gured path over and over again, they keep passing the same 
segments, so this number rises. Humans rarely manage to move multiple times in the same pattern.

http://tinyurl.com/nfedb8x

Threshold for average path segment set at 5

The algorithm was able to detect the four bots fairly quick

Lee (U of Minn, Morris) Bot detection in Online Gaming December ’13 26 / 37

http://tinyurl.com/nfedb8x


Outline

1 Automated Botting

2 Server-side Detection and Terminologies

3 Waypoints with Path Segments

4 Party Play Analysis
Overview
Algorithm
Performance evaluation

5 Conclusions

Lee (U of Minn, Morris) Bot detection in Online Gaming December ’13 27 / 37



Party Play Overview

Action analysis approach

Focuses on bots that party up to do repetitive tasks

Algorithm takes the following steps:
1 Find potential bots from party logs
2 Find significant actions between players and bots
3 Construct a rule-base from the significant actions
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Two assumptions are used to find bots from party logs

They analyzed the MMOG called Aion from NCsoft Inc.

1 Bot parties last longer than normal parties

2 Bot parties consist of two; one that gathers and one that fights
monsters

having too many bots may become inefficient
it is difficult for one bot to gather resources and fight monsters

From the party logs: split players and bots and compare the actions
between these two

Lee (U of Minn, Morris) Bot detection in Online Gaming December ’13 29 / 37



Significant actions that may be use for classifying bots

http://tinyurl.com/pxu8z7s
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Create rule-base

Rules
Getting experience log >= 34%
Getting race point log <= 1.69%

Standing and sitting log <= top 10 rank
Using item log <= 1.19%

Quest completion log <= 0.16%
Start volplane log >= top 34 rank

Party member = 2 and party duration >= 600 seconds
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Performance evaluation

MMOG Aion developed by NCSoft Incorporation
Seven days worth of party logs
63,092 parties were extracted
Applied rule-base to 52,377 players from the party logs
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Results

Modified from http://tinyurl.com/pxu8z7s
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Conclusions

Waypoint with Path Segments can be use to detect repetitive
movements

Party analysis can be use to detect bots that party up

Bot actions and movements different from players
Server-side detectors are efficient and has the potential to be use
in a real game environment
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Thank you for your time!

Contact information:
leex5047@morris.umn.edu

Questions?
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