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Introduction

Blockchains were proposed by Satoshi Nakamoto in 2008
Founded Bitcoin in 2009

Bitcoin is a currency and an electronic cash system without the use
of third parties using blockchains

Increasing in popularity

Emily Schaefer Improving Privacy of Blockchains



Decentralized

Your money
atyour bank

§‘.

Modified from http://cryptorials.io/real-power-bitcoin-lie-purchasing-power-vs-remittance/

Em

Traditional Payment System

' PayPal
venmo

WESTERN
GNION:

Intermediaries/third-parties

+fees,resrictions,slow,
With Bitcoin

A
Ay
&

i

closed

The Bitcoin network

Open, peer-to-peer, secure,

Schaefer

instant, free

Improvi

Theirbank  Other people
e

a
businesses

Other people

businesses

Privacy of Bloc




Introduction

There are many variations and applications for blockchains!

Digital Rights e
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~
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Outline

@ Overview of Blockchains
© Cryptography Background
© Bitcoin’s Blockchain Protocol

@ Improving Privacy of Blockchains
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Overview of Blockchains

Outline

@ Overview of Blockchains
@ What are Blockchains?
@ Blockchain Characteristics
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Overview of Blockchains
What are Blockchains?
Blockchain Characteristics

What are Blockchains?

A blockchain is a record of financial transactions that is made up
of a chain of blocks. Each block contains transactions and is in
chronological order.

Transactions
Jon -> Alice 20 Block 50 Block 51 Block 52
Bill J 30 ((Paul > Rob 30 | Earol -> Bruce 10 (Jon > Alice 20 |
1l -> Jon -
[Cla\re -> Fred 5 ] [ Amy -> Paul 50] [ Bill ->Jon 30 ]
Alice -= Bob 10 [Bruoe->Amy7 ] [ Kevin->Rob3] [Alice.>Bob1o]
Based on

Time

https://www.linkedin.com/pulse/blockchain-
breathes-mastermind-group-computers-
ajitesh-kumar
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Overview of Blockchains
Vhat are Blockchains?
Blockchain Characteristics

Blockchain Characteristics

Transactions

Transactions

o Public

@ Pseudonymous
o
to Bob
@ Distributed 4
Transactions Transactions
@ Peer-to-Peer o 85 10 Transactons *‘l fica> 800 10

Aice >Bob_10

Modified from https://www.linkedin.com/pulse/blockchain-breathes-
mastermind-group-computers-ajitesh-kumar
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Cryptography Background

Outline

@ Cryptography Background
@ Public-Key Cryptography
@ Hash Function
@ Digital Signature
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Public-Key Cryptography
Hash Function
Digital Signature

Cryptography Background

Public-Key Cryptography

Cryptography is the study of secure communication of messages
between two parties to prevent third parties from viewing the
message.

Encryption means converting a message in plaintext to
ciphertext

Decryption means decoding the ciphertext back to plaintext

Involves public key and private key pair

Public key is used for encryption and private key is used for
decryption
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Public-Key Cryptography
Hash Function
Digital Signature

Cryptography Background

Public-Key Cryptography

Example of Alice sending Bob a message
© Bob generates a public

and private key pair o °
@ Bob's public key is P PP
pu blished Public Key PublicKey  Private Key
© Alice encrypts her E B"i
message with Bob's
public key

© Bob decrypts Alice's

| \
message with his h h

private key to get Public Key Private Key
Alice's original message ° °
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Public-Key Cry
Hash Function
Digital Sig

Cryptography Background

Hash Function

A hash function takes an arbitrary sized input and produces a
string of a fixed length called a hash value.

Features:
It is easy to compute the hash value of a message
Given the hash value, it is impossible to find the original message

Two identical messages result in the same hash value

©0 00

Two different messages do not result in the same hash value
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Public-Key Cry
Hash Function
Digital Sig

Cryptography Background

Hash Function

Message Hash Value

Alice was beginning to get

very tired of sitting by her DFDC349A
sister on the bank, and having
nothing to do.
-
I am not a crook. Hash FB93E283
Function|
-
Hash
A3F4439B
| am not a cook. L Function

Based off of Christof Paar et al, “Understanding Cryptography” (2010)
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Public-Key Cryptography
Hash Function
Digital Signature

Cryptography Background

Digital Signature

o What is a digital signature?
It is similar to a handwritten signature to show approval of a
transaction.

@ General Overview: a sender signs the message by encrypting it
with their private key and the receiver verifies the signature by
decrypting with the corresponding public key.

e 2 Parts:

e Signing
o Verification
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Public-Ke

Cryptography Background Hash Functio
Digital Signature

Digital Signature
Signing

@ Bob has a public and

private key pair Bob digitally signing a message to Alice
@ A hash value is [ S 2 2 °
generated from BOb,S P"::i‘z:ey PublcheyBo:rwateKeY
message Q i
1 Message /@
© Bob signs the hash E
value by encrypting it o - Eh%mwm (- )
with his private key Ve e Vae
© The message and (o 2
Bob's digital ov

signature of the hash
value are sent to Alice
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Public-Ke
Hash Fun

Cryptography Background X
Digital Signature

Digital Signature

Verification

@ Alice has Bob's

message, signed hash Bob digitally signing a message to Alice
value, and public key P P P
@ Alice computes the P",f,',‘;“y P"”"Ckeysabp""amy

hash value of Bob's

Hash Function Hash
message -Message ﬂ\ ‘@

© Alice decrypts the ség;::
signed hash value e D"W”‘ -
using Bob's public key O»

@ If the hash values are mém
equal the signature is
validated
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Bitcoin's Blockchain Protocol

Outline

© Bitcoin’s Blockchain Protocol
@ Addresses
@ Transactions
@ Bitcoin Mining
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Addresses

Bitcoin's Blockchain Protocol

Addresses

@ Users perform transactions
with public and private keys

@ The address is the hash Prvtekey 1| Hash B
. bl Kes | Bitcoin address 2
Value Of the users pUbIIC key Dy ! 1HB5XMLmzFVj8ALj6mfBsbifRoD4miY36y
and is used to send and B
. P55
receive payments [Alice ]
@ Users have several addresses Lomrrn ] vosr s Bs
. . . . PublicKeyn |~ | Bilcoin address ,
Wlth eaCh haVIng a B|tC0|n : 18TMjRAgkzd91gTVytKhZUDaCwkABKpnRY
. ) PuBLIC-KEY PAIR s
amount associated with
Modified from
them http://tech.eu/features /808 /bitcoin-part-one/

@ A user's private key is used
to sign transactions
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Bitcoin's Blockchain Protocol

Transactions

@ Transactions are from the

sender’s address to the Input Addresses | Output Addresses
receiver’s address A 52 X: B3

@ The input address is the B: &7 ; Ej
sender's address s (A

@ The output address is the °

Sig_. (B) v
. , priv
receiver's address

1 Modified from Tim Ruffing et al, " CoinShuffle: Practical
e The IanIt_ addresses are Decentralized Coin Mixing for Bitcoin” (2014)
digitally signed
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Bitcoin's Blockchain Protocol Shieastin Wi

Bitcoin Mining

Mining is the process of adding blocks containing unconfirmed
transactions to the blockchain.

Proof-of-work: Adding blocks to the blockchain should be difficult
but verifying blocks should be easy.

Users called miners complete a resource-intensive task in
proof-of-work.

2 parts:
@ Resource-intensive task

@ Verifying resource-intensive task to add a block to the
blockchain
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Bitcoin's Blockchain Protocol Shieastin Wi

Bitcoin Mining

Resource-intensive task

Nonce: a random number

block contents

prev

Resource-intensive task: find a block 1 hash
Hash | transactions {(nonce) result target
nonce value that when hashed
. h th . bl k h h H(#78A...,tx#839, tx#a76,...,1 3001 ) = 438... < 100...
Wlt € preVIous OC as H(#78A.,..tx#839, tx#a76,...,i3002 ) = 988... < 100...
value and the unconfirmed H (#78A... 1839, beka76,..,(3003 ) = 587... < 100..
transactions results in a hash ‘H (#78A...,tx#839, te#a76,.. 3004 ) = 087... < 100...

result less than a target number
Modified from
Strategy: Brute force http://www.imponderablethings.com/2013/07 /how-

bitcoin-works-under-hood.html
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Bitcoin Mining
Verifying and Adding block

Block is broadcasted to all nodes
in the Bitcoin Network

Nodes check the validity of the

Block Block
block by checking the hash —»{ PrevHash | [ Nonce | »| Prev Hash | [ Nonce |
computation of the block L] [.]

If the nOdeS come to the Modified from https://promarket.org/expect-within-next-
consensus that |t iS Valid, the 10-years-probably-half-banks-will-gone /

block is added to the growing

blockchain on each node.
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Outline

@ mproving Privacy of Blockchains
@ Privacy Overview
@ Bitcoin Mixing
@ CoinShuffle Protocol
@ CoinShuffle Privacy Analysis
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Privacy Overview

Bitcoi i

CoinShuffle Pr o
Improving Privacy of Blockchains CoinShuffle Pr Analysis

Privacy Overview

Blockchains are public and therefore transactions are public
Current Privacy: The use of pseudonymous addresses

Privacy Concerns: Once addresses are used, all transactions
associated with them can be traced.
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CoinShufl
Improving Privacy of Blockchains CoinShuffle

Bitcoin Mixing

Combines multiple transactions into one transaction by mixing
Bitcoins with other users to make input and output addresses

unlinkable.
Input Output
Alice A B1 X
Input Output
Bob B: B1 Y
Input Output
Charlie C 81 —— 272
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Bitcoin Mixing
CoinShuffle o
Improving Privacy of Blockchains CoinShuffle Pr Analysis

Bitcoin Mixing

Combines multiple transactions into one transaction by mixing
Bitcoins with other users to make input and output addresses

unlinkable.
Input Output
Alice A B1 X Input Output
Input Output Alice A B1—— X
Bob B: B1 Y Bob BBl .Y
Input Output Charie C:B1 —— Z

Charlie C 81 —— 272
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CoinShufl
Improving Privacy of Blockchains CoinShuffle

Bitcoin Mixing

Combines multiple transactions into one transaction by mixing
Bitcoins with other users to make input and output addresses

unlinkable.
Input Output
Alice A B1 X
Bob B: B1 Y
Charlie C: B1 Z
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Bitcoin Mixing
CoinShuffle o
Improving Privacy of Blockchains CoinShuffle Pr Analysis

Bitcoin Mixing

Combines multiple transactions into one transaction by mixing
Bitcoins with other users to make input and output addresses

unlinkable.
Input Output Shuffled Outputs Input Output
Alice A B1 X Alice A B1 Z
Baob B: B1 Y Bob B: B1 X
Charlie C: B1 Z Charlie C: B1 Y
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CoinShufl
Improving Privacy of Blockchains CoinShuffle

Bitcoin Mixing

Combines multiple transactions into one transaction by mixing
Bitcoins with other users to make input and output addresses

unlinkable.
Input Output
Alice A B1 Z
Bob B: B1 X
Charlie C: B1 Y
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Bitcoin Mixing
CoinShuffle o
Improving Privacy of Blockchains CoinShuffle Pr Analysis

Bitcoin Mixing

Combines multiple transactions into one transaction by mixing
Bitcoins with other users to make input and output addresses

unlinkable.
Input Output Input Output
Alice A B1 z Alice A 81 Z
Bob B: B1 X Bob B: B1— X
Charlie  C: B1 Y Charlie C: 81—/ —Y
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Improving Privacy of Blockchains CoinShuffle acy Analysis

CoinShuffle Protocol

CoinShuffle Protocol
@ Announcement
e Shuffling
@ Transaction Verification

@ Blame

Tim Ruffing et al, " CoinShuffle: Practical Decentralized Coin Mixing for Bitcoin” (2014)
Emily Schaefer Improving Privacy of Blockchains



Improving Privacy of Blockchains

CoinShuffle Protocol

n
CoinShuffle Protocol
CoinShuffle

Analysis

Protocol
1. Announcement i 2. Shuffling e
Input Output \ Charlie Bob
Addresses | Addresses
i Al X
Alice " A B1 7 B1 L Y
B /
Bob —> BBl x:B1 A X NY
Chatie — &l c.p1 Y
3. Transaction Verification (normal case) 4. Blame (in case of attack)
Input Output Input Output
Addresses | Addresses Addresses | Addresses
A: B1 Z:B1 A: B1 Z:B1
B 81 x: B1 B: B1 viBLZ
C: 81 Y: B1 C:B1 Y :B1
Alice | Sigpriv (A) Alice ) Sigpriv(A)
Bob . Sig, i, (B) Bob __ ] Sigriy (B)
Charlie Sigcriv C) Charlie (no signature for C)

Modified from Tim Ruffing et al, “CoinShuffle: Practical Decentralized Coin Mixing for Bitcoin” (2014)
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CoinShuffle Protocol

Announcement

1. Announcement

Input

A Addresses
Alice 0 A B1
Bob e B: 81
Charlie ;— C:B1

Modified from Tim Ruffing et al, “CoinShuffle: Practical Decentralized Coin Mixing for Bitcoin” (2014)
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Improving Privacy of Blockchains CoinShuffle P Analysis

CoinShuffle Protocol

Announcement

1. Announcement
Input ;
Addresses |
A
Alice S A 81 !
B
Bob N : i
- B: Bl i
Charlie ————» C: B1 |

Modified from Tim Ruffing et al, “CoinShuffle: Practical Decentralized Coin Mixing for Bltcom (2014)
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CoinShuffle Protocol

Announcement

: 2. Shuffling —~
¢ (- [ a
Tﬂ““ Charlie Bob Alice

Addresses

Sl Y X
Z:B1 | ( .
X B1 | X r A%

Y:B1 k\z

Modified from Tim Ruffing et al, “CoinShuffle: Practical Decentralized Coin Mixing for Bitcoin” (2014)
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CoinShuffle Protocol
Shuffling

Modified from Tim Ruffing et al, “CoinShuffle: Practical Decentralized Coin Mixing for Bitcoin” (2014)

2. Shuffling h

| Bob’s Private

' Output Charlie Bob Alice h Decryption Key
i Addresses 0 Enerypion Key
: X

| O s

| Decryption Key
E Charlie’s
[ Public

' Encryption Key
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CoinShuffle Protocol
Shuffling

Modified from Tim Ruffing et al, “CoinShuffle: Practical Decentralized Coin Mixing for Bitcoin” (2014)

2. Shuffling e -

| Bob’s Private

' Output Charlie Bob @ Sirenie
 Addresses 8 ==-
: * (Plr!arlie’s

] rivate

| a Decryption Key
E Charlie’s
[ Public

\ Encryption Key
-
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CoinShuffle Protocol
Shuffling

Modified from Tim Ruffing et al, “CoinShuffle: Practical Decentralized Coin Mixing for Bitcoin” (2014)

2. Shuffling e -

| Bob’s Private

' Output Charlie Bob @ Sirenie
 Addresses 8 ==-
: * (Plr!arlie’s

] rivate

| a Decryption Key
E Charlie’s
[ Public

\ Encryption Key
-
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Improving Privacy of Blockchains

CoinShuffle Protocol
Shuffling

ComShufer tocol
CoinShuffle Pr Analysis

Modified from Tim Ruffing et al, “CoinShuffle: Practical Decentralized Coin Mixing for Bitcoin” (2014)

Output Charlie
Addresses

Emily Schaefer

2. Shuffling .'. 0- a

Improving Privacy of Blockchains

Lo

Bob's Private
Decryption Key

Bob's Public
Encryption Key

Charlie’s
Private
Decryption Key

Charlie’s
Public
Encryption Key
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Improving Privacy of Blockchains CoinShuffle Pr Analysis

CoinShuffle Protocol
Shuffling

Modified from Tim Ruffing et al, “CoinShuffle: Practical Decentralized Coin Mixing for Bitcoin” (2014)

2. Shuffling .'. 0' a

: Bob’s P!ivate
! Output Charlie h Decryption Key
i Bob's Public
- Addresses 0 B
|
i
[ Charlie’s
i Private

a Decryption Key
|
: Charlie’s
[ Public
H Encryption Key
|
|
Ie————————
e L T WA P
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CoinShuffle Protocol
Shuffling

Modified from Tim Ruffing et al, “CoinShuffle: Practical Decentralized Coin Mixing for Bitcoin” (2014)

2. Shuffling e -

| Bob's Private

' Output Charlie Bob Alice h Decryption Key
' Addresses 0 s
: X X

: ’—‘ o Charlie’s

] Private

| .a Decryption Key
E Charlie’s
[ Public

! Encryption Key
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CoinShuffle Protocol
Shuffling

n
CoinShuffle tocol
CoinShuffle Pr Analysis

Modified from Tim Ruffing et al, “CoinShuffle: Practical Decentralized Coin Mixing for Bitcoin” (2014)

Output Charlie
Addresses

Emily Schaefer

2. Shuffling e -

Improving Privacy of Blockchains

Lo

Bob's Private
Decryption Key

Bob's Public
Encryption Key

Charlie’s
Private
Decryption Key

Charlie’s
Public
Encryption Key




n
CoinShuffle tocol
Improving Privacy of Blockchains CoinShuffle Pr Analysis

CoinShuffle Protocol
Shuffling

Modified from Tim Ruffing et al, “CoinShuffle: Practical Decentralized Coin Mixing for Bitcoin” (2014)

2. Shuffling e -

i Bob's Private
' Output Charlie Bob Alice h Decryption Key
 Addresses e =
| X X
: 8] — *a : Chariie's
i Private
| Decryption Key
| Vi .
! Charlie’s
= Public
! Encryption Key
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Improving Privacy of Blockchains

CoinShuffle Protocol
Shuffling

CoinShuffle Privacy Analysis

Modified from Tim Ruffing et al, “CoinShuffle: Practical Decentralized Coin Mixing for Bitcoin” (2014)

Output Charlie

Addresses
| U n
| | Ea

Emily Schaefer

2. Shuffling 0- a
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Bob's Private
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Improving Privacy of Blockchains

CoinShuffle Protocol
Shuffling

CoinShuffle Privacy Analysis

Modified from Tim Ruffing et al, “CoinShuffle: Practical Decentralized Coin Mixing for Bitcoin” (2014)

Output Charlie

Addresses
Y
A B -

Emily Schaefer

2. Shuffling e -

Improving Privacy of Blockchains
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Bob's Private
Decryption Key

Bob's Public
Encryption Key
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Public
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Improving Privacy of Blockchains

CoinShuffle Protocol
Shuffling

CoinShuffle Privacy Analysis

Modified from Tim Ruffing et al, “CoinShuffle: Practical Decentralized Coin Mixing for Bitcoin” (2014)

Output Charlie
Addresses
Y

; X

Emily Schaefer

2. Shuffling e -
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CoinShuffle Protocol
Shuffling

CoinShuffle Privacy Analysis

Modified from Tim Ruffing et al, “CoinShuffle: Practical Decentralized Coin Mixing for Bitcoin” (2014)

Output Charlie
Addresses
Y

; X

! Z

Emily Schaefer

2. Shuffling 0- a
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Bob's Private
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Private
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Improving Privacy of Blockchains

CoinShuffle Protocol
Shuffling

CoinShu fle Protocol
CoinShuffle Privacy Analysis

Modified from Tim Ruffing et al, “CoinShuffle: Practical Decentralized Coin Mixing for Bitcoin” (2014)

Output Charlie
Addresses Y

L Z:B1

. x:B1 X
. Y:B1 z

Emily Schaefer

2. Shuffling .'. 0- a

Alice

X’—‘ (3]
Y

Improving Privacy of Blockchains
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CoinShuffle Protocol

Transaction Verification

3. Transaction Verification (normal case)
Input Output
Addresses | Addresses
A B1 Z:B1
B: B1 X: B1
C: B1 Y: 81
Alice i
— SlgpriV(A)
Bob Slgpl_iv(B)
Charlie i
Slgpriv(C)

Modified from Tim Ruffing et al, “CoinShuffle: Practical Decentralized Coin Mixing for Bitcoin” (2014)
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Improving Privacy of Blockchains CoinShuffle

CoinShuffle Protocol

Transaction Verification

3. Transaction Verification (normal case)
Input Output
Addresses | Addresses
A: Bl Z:B1
B: Bl X: Bl
C: B1 Y:B1
Alice i
— Slgpn.v (A)
Bob » S'gpriv (B)
Charlie i
Slgpriv (C)

Modified from Tim Ruffing et al, “CoinShuffle: Practical Decentralized Coin Mixing for Bitcoin” (2014)
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CoinShuffle Protocol

Blame

4. Blame (in case of attack)

Input Output
Addresses | Addresses

A: Bl Z:B1
B: B1 v 17
C:B1 v B1
Alice > Sigpﬁv(A)

Bob | Sig,.;, (B)

Charlie (no signature for C)

Modified from Tim Ruffing et al, “CoinShuffle: Practical Decentralized Coin Mixing for Bitcoin” (2014)

Emily Schaefer Improving Privacy of Blockchains




Bitcoin Mixi
CoinShuffle
Improving Privacy of Blockchains CoinShuffle Priy

CoinShuffle Protocol

Blame

4. Blame (in case of attack)
Input Output
Addresses | Addresses
A Bl Z:-B1
B: Bl VBl ;?
C:B1 Y :B1
Alice > Sigpm(A)
Bob .
. - S'gpriv(B)
Charlie (no signature for C) *

Modified from Tim Ruffing et al, “CoinShuffle: Practical Decentralized Coin Mixing for Bitcoin” (2014)
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CoinShuffle Privacy Analysis

The shuffling participants don't learn the relationship between an
input address to its corresponding output address.

The only information that is shared among participants are:
@ Input addresses
@ Amount of Bitcoins
@ Public encryption key (lock)
o List of shuffled output addresses

Overall: CoinShuffle allows users to combine transactions to mix
Bitcoins to decrease the correlation between input and output
addresses without giving any additional information to other
participants.
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Conclusions

Privacy is important in all blockchain uses!

Digital Rights e
Wagers @

Escrow e

Equity @
~
Private Markets

Debt e

Crowdfunding @ Voting
Derivatives 6 ntellectual Property

https://dataflog.com/read /what-is-the-blockchain-and-why-is-it-so-important /2270
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