
Vulnerabilities Sources of Vulnerabilities Security Interventions Results References

Security Interventions: Pushing Programmers To
Become The Solution

Lloyd Hilsgen

2022

Security Interventions: Pushing Programmers To Become The Solution



Vulnerabilities Sources of Vulnerabilities Security Interventions Results References

Table Of Contents

Vulnerabilities
What is a Vulnerability
Why care about Vulnerabilities

Sources of Vulnerabilities

Security Interventions

Results

Security Interventions: Pushing Programmers To Become The Solution



Vulnerabilities Sources of Vulnerabilities Security Interventions Results References

Vulnerabilities

What is a vulnerability?

Code vulnerabilities are flaws in code that create a potential risk of
compromising security
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Vulnerabilities

Why care about vulnerabilities?

Data Breaches:

▶ 7.9 billion records obtained in data breaches in 2019 [3]

▶ The average cost per US record stolen is $164 [1]

▶ The average US data breach costs $9.44 million [1]

▶ 83% of data breaches occur in organizations that have
had a breach before
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Sources of Vulnerabilities

Code vulnerabilities come from the
people who wrote that code

▶ Stopping active breaches requires removing vulnerable code

▶ Avoiding breaches altogether requires a different approach
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Sources of Vulnerabilities

Best examples of each deficit using the numbers in original table [6].
I: Internal Factors, E: External Factors

No. Internal Factor Deficit

I1 Misconceptions KD

I4 Misplaced Trust on Frameworks/APIs KD

I6 Lack of Experience KD

I9 Not handling cognitive load AD

I11 Loss of Focus on Security AD/ID

I12 Requires too much effort ID

I15 Attitude of ”Someone else’s responsibility” ID

I16 Attitude of ”No one will notice/care” ID

No. External Factor Deficit

E1 Inadequate information to be found KD

E2 Lack of information sharing among teams KD

E4 Poor division of labor AD

E6 Limited resources ID

E7 Lack of security culture ID

E8 Lack of prioritization of security features ID

KD: Knowledge Deficit, AD: Attention Deficit, ID: Intention Deficit
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Sources of Vulnerabilities

Knowledge Deficits
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Sources of Vulnerabilities

Example of Knowledge Deficit
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Sources of Vulnerabilities

More Examples of Knowledge Deficits

No. Internal/External Factor

I1 Misconceptions

I2 Use of outdated information

I4 Misplaced Trust on Frameworks/APIs

I5 Lack of Domain Knowledge

I6 Lack of Experience

E1 Inadequate information to be found

E2 Lack of information sharing among teams
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Sources of Vulnerabilities

Attention Deficits
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Sources of Vulnerabilities

Example of Attention Deficit
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Sources of Vulnerabilities

More Examples of Attention Deficits

I8 Not identifying security blind spots in tasks

I9 Not handling cognitive load

I10 Developer’s Insecure Habits

E3 Task Complexity

E4 Poor division of labor

E6 Limited resources
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Sources of Vulnerabilities

Intention Deficits
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Sources of Vulnerabilities

Example of Intention Deficit

Most cars are not secure
”General interpretation today is that vehicles are vulnerable to many
forms of failure if an attacker with malicious intent obtains access to

susceptible vehicle components.” [7]

Security Interventions: Pushing Programmers To Become The Solution



Vulnerabilities Sources of Vulnerabilities Security Interventions Results References

Sources of Vulnerabilities

More Examples of Intention Deficits

I11 Loss of Focus on Security

I12 Requires too much effort

I13 Disregarding usefulness of secure practices

I14 Perceived lack of own security knowledge

I15 Attitude of ”Someone else’s responsibility”

I16 Attitude of ”No one will notice/care”

E5 Absence of expectation of secure coding

E6 Limited resources

E7 Lack of security culture

Security Interventions: Pushing Programmers To Become The Solution



Vulnerabilities Sources of Vulnerabilities Security Interventions Results References

Sources of Vulnerabilities

I: Internal Factors, E: External Factors

No. Internal/External Factor Deficit

I1 Misconceptions KD

I4 Misplaced Trust on Frameworks/APIs KD

I6 Lack of Experience KD

I9 Not handling cognitive load AD

I12 Requires too much effort ID

I15 Attitude of ”Someone else’s responsibility” ID

I16 Attitude of ”No one will notice/care” ID

E2 Lack of information sharing among teams KD

E4 Poor division of labor AD

E7 Lack of security culture ID

E8 Lack of prioritization of security features ID

KD: Knowledge Deficit, AD: Attention Deficit, ID: Intention Deficit
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Security Interventions
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Awareness Interventions
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Security Interventions

Examples of Awareness Interventions
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Security Interventions

More Examples of Awareness Interventions

▶ Open Web Application Security Project

▶ Common Vulnerability and Exposures

▶ Info Pamphlets

▶ Vulnerability Databases

▶ Code Checklists

▶ Code Review

—l—
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Automated Interventions
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Security Interventions

Example of Automated Interventions
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Security Interventions

Another Example of Automated
Interventions
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Security Interventions

More Examples of Automated Interventions
▶ Application Testing

▶ Vulnerability Prediction Tools

▶ Self-Written Tests
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Interactive Interventions
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Security Interventions

Example of Interactive Inervention

Snyk, So Now You Know
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Security Interventions

More Examples of Interactive Interventions
▶ Snyk

▶ Fixdroid

▶ ASIDE

▶ PyCrypto API
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Results

Comparing Security Interventions

Figure: Weir, Becker, et al. found security interventions were most
effective when centered around persuading the developer
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Results

Comparing Security Interventions

Researchers Rauf, Petre, Tun, et al. qualitatively compared these
interventions

Awareness Automated Interactive

KD ✔ ✔ ✔

AD × ✔ ✔

ID × × ✔

KD: Knowledge Deficit, AD: Attention Deficit, ID: Intention Deficit
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Results

Adopting Security Interventions

▶ Developers using Awareness Interventions produce better code
[2]

▶ Automated Interventions catch potential breaches [6]
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Results

Improving Security Interventions

▶ Do not assume your audience cares about security [5]

▶ Improve ease of access [4]

▶ Security is a cultural issue [6]
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Questions
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