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What are “Cheats”?
Can be broken down into 4 categories:

● Application
○ Programs/software modify game files or memory
○ Information exposure
○ Bot/reflex enhancers

● Infrastructure
○ Tamper with game software, like display drivers
○ Information exposure
○ Bot/reflex enhancers



Normal Application Cheat

https://github.com/gupr0x4/CS-GO-Cheathttps://www.gosugamers.net/counterstrike/feat
ures/54235-cs-go-a-game-that-still-garners-a-hi
gh-following



Normal Infrastructure Cheat

https://www.youtube.com/watch?v=3tR17fM4T
40

https://wall.alphacoders.com/tag/arras-wallpap
ers



What are “Anti-Cheats”?
Software that aims to prevent 
cheating

Common implementations:

● Player spectating and reporting
● Third-party software

https://cheatforum.gg/threads/eucheats-free-csgo-cheat-ha
ck-in-2023-january.492/
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What is the Kernel?
● Lowest level of the 

operating system
● Manages resources and 

important processes

Key idea:  The kernel can look 
out, but outer levels can’t look 
in https://en.wikipedia.org/wiki/Protect

ion_ring#/media/File:Priv_rings.svg



How do Kernel-Level Anti-Cheats Work?
Key idea:  The kernel can look 
out, but outer levels can’t look 
in

● Scan for programs in layers 
above

● Installed alongside game
https://www.easy.ac/static/i
mg/logo-easy.png

https://www.evenbalance.c
om/images/logo_001.png

https://pbs.twimg.com/profile_ima
ges/1233868942017359872/y5xXE
V3D_400x400.jpg

https://www.easy.ac/static/img/logo-easy.png
https://www.easy.ac/static/img/logo-easy.png


Benefits and Drawbacks of Kernel-Level Anti-Cheats
Benefits:

● Cost-effective 
development-wise

● Satisfactory

Drawbacks:

● Privacy and security concerns
● Instability
● False-positives
● Kernel-level cheats
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What is Blockchain?
Definition: A list of 
transactions and 
assets

Key Ideas:
● Peer Consensus
● Smart Contract



What is Blockchain?

https://kilroyblockchain.com/what-is-blockchain



The Blockchain Anti-Cheat
Key Idea: Look at inputs/events rather than drivers/programs

● Hyperledger Fabric
○ Open smart contract model
○ Low validation latency
○ Smart contract versioning

Source: Linux Foundation (2018)



Smart Contract

Smart contract implementation for 
Doom

Source: Kalra (2018)

Key Idea: Smart contract 
replaces server



Blockchain as Anti-Cheat



Latency Study
Goal: Measure blockchain’s 
effect on latency

● 10 First-Person Shooter 
games

● Measured 3 things:
○ Player participation in a 

session
○ Average latency
○ Client tick rate

Source: Kalra (2018)



Latency Study
Goal: Measure the effect on 
latency using blockchain

● Server latency distribution
○ Don’t state which 

servers were connected 
to

Source: Kalra (2018)



Effectiveness Analysis

Source: Kalra (2018)

● Data from 25 sessions of 
Doom

● Generated events
● Not much information
● Blockchain would require 

client anti-cheat

Goal: Theoretically determine 
what kinds of cheats blockchain 
can detect



Benefits and Drawbacks of a Blockchain Anti-Cheat
Benefits:
● Non-invasive
● Possibly catches 

cases 
kernel-level 
misses

Drawbacks:

● Complete industry 
change

● High network latency
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Is a Blockchain Anti-Cheat Viable?
It depends…

● Do players accept kernel-level anti-cheats?
● Can blockchain anti-cheat have low latency?



Do players accept 
kernel-level anti-cheats?

Yes No

Can blockchain have 
low latency?

Can blockchain have 
low latency?

Yes YesNo No

Not viableNot viableNot viable Viable



Questions?
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