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Abstract
Agile methodologies have revolutionized software develop-
ment practices, emphasizing flexibility, collaboration, and
focus on customer satisfaction. However, applying security
measures to Agile environments presents significant chal-
lenges. To ensure security, it’s important to include security
activities into the software development process to identify
and prevent vulnerabilities. However, these practices often
clash with the Agile principles since they tend to be more
complex and require additional documentation and tools.
This research paper dives into how security practices influ-
ence various aspects of Agile development—exploring the
views of software engineers on integrating security practices
in Agile environments with an online survey. The results
offer insights into the impact of security practices on Agile
development and provide recommendations for improving
the integration of security measures in Agile processes.
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1 Introduction
Agile methodologies, known for their flexibility, iterative
delivery, and customer focus, have become increasingly pop-
ular as they promote rapid releases and adapt to changing re-
quirements, making them a natural fit for organizations striv-
ing for efficiency and responsiveness. However, the speed
and fluidity of Agile workflows introduce challenges, partic-
ularly in integrating security practices.

Secure software is essential for keeping user’s information
and data safe. Security prevents cyberattacks and keeps the
system’s integrity. Software that is not secure can lead to
negative consequences. An example would be the Equifax
data breach in 2017 [9]. This breach included one of the
largest credit reporting agencies. The hackers were able to
exploit the software’s weakness and compromise about 147
million users’ personal identifiable information (PII). This
resulted in a multimillion-dollar settlement that addressed
the organization’s lawsuits and fines. This was a strong mo-
tivation for organizations to pay more attention to security
and invest in security during the development phase.
Software security is crucial for these effects, however,

the fast-paced nature of Agile can lead to security being

overlooked, especially when the frequent changes and com-
pressed timelines complicate the inclusion of security mea-
sures. To address this, various security activities have been
implemented in development. Agile’s emphasis on flexibility
often contrasts with the more structured security measures
required to detect vulnerabilities early, as tools for security-
based code analysis typically generate more documentation
than Agile processes prefer.
Despite these challenges, methods like DevSecOps [7],

which integrates security into theAgile development pipeline,
show promise in merging security activities with Agile prac-
tices. This paper explores how the adoption of security prac-
tices within Agile environments affects software developers’
confidence in the security of their products, using survey
data to assess how developers feel about the security prac-
tices and their confidence when these measures are inte-
grated into their workflows. The author’s goal was to provide
insights that improve the adoption of security techniques for
protecting complex software systems. This paper will cover
background information on security and Agile, the research
method used, the results, and an analysis of those results,
and will conclude with a summary.

2 Background
2.1 Security
Security practices are implemented to ensure that the prod-
ucts developed are both secure and dependable. However,
securing software has become an increasingly challenging
task for software developers [10]. To address this challenge,
a variety of tools have been utilized. Tools such as auto-
mated static analysis tools like FindSecurityBugs [11] and
Bandit [12], have been introduced to streamline and sim-
plify security tasks during development. FindSecurityBugs is
designed to identify security vulnerabilities in Java applica-
tions. Similarly, Bandit is intended for identifying common
security issues specifically in Python code. In research con-
ducted by Thool and Brown, eight security practices were
identified as being particularly valuable in improving the se-
curity of Agile software development processes [18]. These
practices are outlined in Table 1. The focus will be on these
eight practices, which will be explored in a survey to assess
how Agile practitioners perceive them.
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Table 1. Security Activities for Agile Software Development

Security Activity Definition
Addressing security in early iterations
with requirements and testing

This security activity emphasizes the importance of development teams addressing security issues and concerns
early in the project before deploying the software.

Stating security requirements that are
expected in the production software

This requires incorporating security expectations in project requirements when describing the responsibilities
and behavior of the software.

Adding a security specialist to your
team

Security specialists, such as a Security Master, are members of a development team that focus on security aspects
of the project to address concerns and ensure the security of the system.

Additional points or weights to issues
with an impact on security

This activity involves increasing the weights, such as story points in an Agile development environment, of issues
that will have a higher impact on the security of the product to prioritize security-related tasks and encourage
more secure development and testing.

Iterative and incremental vulnerability
and penetration testing

This security activity suggests incorporating recurring security scanning, such as Dynamic Application Security
Testing (DAST), to test for security flaws in the working software automatically.

Iterative and incremental security static
analysis

Similar to DAST, Static Application Security Testing (SAST) involves using security-related static analysis tools to
detect potential security vulnerabilities by scanning the source code.

Iterative and incremental risk analysis,
countermeasure graphs

This security activity consists of using tools to monitor networks, applications, and infrastructure and perform
risk analysis to identify vulnerabilities. These tools can evaluate the system’s security and suggest methods to
prevent attacks.

Automatic testing This security activity involves incorporating secure coding practices, such as vulnerability analysis and risk
assessment, into the deployment pipeline for software projects. This allows security checks to be automatically
triggered with code changes and issues to be addressed before the software is deployed to users.

2.2 Agile Development
The software engineer’s process helps organize activities
within the Software Development Cycle (SDLC), which typi-
cally starts with requirements analysis and proceeds through
design, implementation, testing, maintenance, and deploy-
ment. Agile is a prominent framework within software engi-
neers’ processes that emphasizes iterative and incremental
development, continuous delivery, and customer satisfaction
through collaboration. Introduced in 2001, the Agile Software
Development Manifesto [2] outlines values and principles
focusing on flexibility and responsiveness to change, aim-
ing to reduce development costs and avoid unnecessary re-
work inherent in traditional software engineers processes [4].
Various Agile methodologies, such as Scrum, Kanban, and
Feature-DrivenDevelopment [15], are used in software devel-
opment due to their ability to adapt to changing requirements
efficiently. They promote delivering potentially shippable
software in iterations, allowing teams to provide high-value
features to customers quickly. Books like “The Agile Samu-
rai” [13], used in courses like the UMN Morris Software
Design and Development class, further emphasize Agile’s
core principles of collaboration, flexibility, and frequent de-
livery of working software, typically every few weeks to a
couple of months, prioritizing shorter timescales tomaximize
customer satisfaction.

While Agile methods bring rapid software delivery to the
table, they also present the challenge of integrating security
practices. The authors state that the Agile methodologies do
not decrease software security, however, these challenges
arise in properly applying security measures, tracking re-
quirement changes, and ensuring security requirements are
not overlooked during the development process [1] When it

comes to aligning security objectives with Agile software de-
velopment it is essential to ensure that the security measures
are effectively integrated into the development press.
Security engineering processes and activities need to be

carefully incorporated into the iterative and incremental
software engineering process to achieve security objectives
successfully [14].

3 Methodology
The data collection process for the author’s study includes
the creation and distribution of an online survey using Ques-
tionPro [18]. The survey was designed to investigate the
impact of security practices on various aspects of Agile de-
velopment. Specifically, the study aimed to understand the
challenges and implications of integrating security measures
into Agile processes, the influence of security practices on
software development, and the perception of software prac-
titioners regarding the impact of security practices on Agile
development [18].
The structure of the survey was comprised of nine ques-

tions with multiple parts, made to gather insights from par-
ticipants. These questions focused on security practices, ex-
periences in Agile development, and the perceived impact of
security practices on software development. The survey also
collected background details on participants’ experiences
with implementing security practices into Agile development
to ensure a diverse perspective. Using a mix of closed-end
questions, Likert scale, and open-ended questions allowed
for a comprehensive assessment of participants’ perspec-
tives on security practices within Agile processes. The study
explores the following research questions (RQs)
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RQ1 How do software practitioners perceive
the effectiveness of adopted and state-of-the-
art security practices, and what is their level of
willingness to incorporate them into the Agile
software development process?
RQ2 How are the team velocity and productiv-
ity, as perceived by the software practitioners,
affected by the inclusion of security activities?
RQ3What is the impact of integrating security
activities into Agile development on software
practitioners’ confidence in their software prod-
uct and organization?

3.1 Participants
The goal of the survey was to find a diverse pool of partic-
ipants to help ensure a comprehensive perspective on the
RQs. The recruitment strategy consisted of reaching out with
personalized invites, posts on LinkedIn 1, reaching out to
IT teams through Slack 2. The researchers also reached out
to Virginia Tech graduate students with relevant technical
work experience. [18]. Overall, the survey was completed
by 34 individuals. Information about the participants with
their self-reported answers can be found in Table 2. Of the
participants, 67% (n = 23) were working professionals with
an average of eight years of technical work experience in
organizations such as Acquia, Flexcar, GlobalLogic, Deci-
sions.com, Cvent, Lutron Electronics, Palo Alto Networks,
and Microsoft, holding roles like software engineer, infras-
tructure engineer, senior product manager, technical con-
sultant, systems architect, and database administrator [18].
The remaining 33% (n = 11) were graduate students from
Virginia Tech, pursuing studies in software engineering and
bringing an average of two years of relevant work experi-
ence. Most participants viewed security as either extremely
(n = 25, 76%) or very important (n = 7, 21%) for their soft-
ware teams, providing a broad range of insights into security
practices within Agile processes.

4 Results
In this section, we will go over the results of the survey
and talk about each of the research questions mentioned in
the introduction section. Analyzing and understanding the
survey responses to find how the software engineers value
the security practices in Agile development.

4.1 RQ1: Security Practices in Agile, Effectiveness,
and Willingness to Adopt

4.1.1 Adoption: The study revealed that 97% (n = 33)
of participants reported using Agile software development
methodologies. However, only 72% (n = 23) had security-
related activities incorporated into their Agile processes.

1https://www.linkedin.com/
2https://www.slack.com/

When excluding participants who reported being students,
77% (n = 27) of software professionals adopt security activi-
ties in their development process. These participants work
in Agile development, but, not specifically in Agile secu-
rity. An example of security activities that were used in the
participant’s Agile teams includes security training, secu-
rity scanning & monitoring systems, security static analysis
tools, code reviews, and integrating standards such as Open
Worldwide Application Security Project (OWASP) [6], Iden-
tity Access Management, Multi-Factor Authentication, and
zero trust policies [16], and separate security teams.

4.1.2 Perspective on Security Practices: The next sec-
tion of the survey contained questions structured to under-
stand the respondents’ perspectives when it came to security
practices. An example question from the survey would be...

What is your take on these security practices used
in your team? (Optional)

The responses had diverse opinions on the topic. A majority
of the responses were expressed as “good” (n = 8), “informa-
tive” (n = 2), “necessary” (n = 2) and something that had to be
complied with (n = 1). However, some of the participants ex-
pressed the security practices were “time-consuming” (n = 1)
and “disliked” (n = 1). Finally, respondents acknowledged the
need for improvement (n = 4), emphasizing the importance
of enhancing security measures. [18].

4.1.3 Effectiveness of software security practices and
willingness to include them in Agile. The survey in-
cludes the security practices 1 and asks participants how
effective the practices would be in increasing the security
and robustness of the software.

How effective would each security practice be
in increasing the security and robustness of the
software, if your team would include it in the
Agile software development process.

Howwilling are you to include each security prac-
tice in your Agile software development process?

About 30 participants responded and the results can be seen
in Table 3 and Table 4. The table highlights that activities
involving early integration of security and automation are
perceived as the most effective with “Iterative vulnerability
testing” scoring a 60% and “Automatic testing” scoring a
66.67%. In contrast, manual or less structured activities (like
static analysis and risk assessment) are seen as moderately
effective.
When it comes to willingness to include these security

practices, The table highlighted a strong willingness among
practitioners to embrace security practices within agile pro-
cesses. This support is particularly evident for activities such
as automated testing and vulnerability assessment. “Itera-
tive vulnerability testing” scoring a 64.52% and “Automatic
testing” scoring a 67.74%.. The data reflects a broader trend

https://www.linkedin.com/
https://www.slack.com/
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Table 2. Survey Participants

Participant Role Industry
Exp.
(years)

Agile? Sec? Participant Role Industry
Exp.
(years)

Agile? Sec?

P1 Associate Software Engineer 1 Yes Yes P18 Chief Test Monkey 41 Yes Yes
P2 Software Engineer 2.2 Yes Yes P19 Cloud Engineer 7 Yes Yes
P3 Software Engineer 0.5 Yes Yes P20 Systems Architect 8 Yes Yes
P4 Engineering Manager 11 Yes Yes P21 Department Head 23 Yes Yes
P5 Software Engineer 6 Yes No P22 Associate Director of Sys-

tems Development
25 Yes Yes

P6 Student 0 Yes Yes P23 Director, DBAA 22 Yes Yes
P7 Quality Engineer 1.5 Yes Yes P24 Software Developer 0 No No
P8 Graduate Teaching Assistant 1 Yes Yes P25 Software Engineering Co-

Op
1 Yes Yes

P9 Student 4 Yes No P26 Senior Product Manager 10 Yes Yes
P10 Consultant 3 Yes Yes P27 Software Engineer 12 Yes Yes
P11 Senior Software Engineer 5 Yes Yes P28 Student 2 Yes Yes
P12 Student 3 Yes Yes P29 Student 2 Yes Yes
P13 Student 0 Yes Yes P30 Technical Consultant 13 Yes Yes
P14 Automation Test Engineer 4.2 Yes Yes P31 Software Engineer 2.5 Yes Yes
P15 Graduate Student 2.8 Yes Yes P32 Security Co-Op 0.5 Yes Yes
P16 Student 0 Yes No P33 Senior Staff Machine Learn-

ing Engineer
16 Yes Yes

P17 Senior Software Engineer 6 Yes No P34 Infrastructure Engineer 1.5 Yes Yes

toward prioritizing proactive and integrated security mea-
sures and helps emphasize the importance of embedding
security early and using automated tools in development
practices.

4.2 RQ2: Productivity
4.2.1 Team Velocity. This question asked about what
the effects the security practices had on the sprint veloc-
ity. Spring velocity refers to the amount of work a team can
complete during a sprint, which is a key metric used in Agile
methodology.

How was the sprint velocity affected? (Optional)

About 14 participants responded. The majority of par-
ticipants reported were not affected by adopting the secu-
rity practices. However, the impact was dependent of team-
specific policies, such as planning security activities before
the sprint. Some participants commented about the produc-
tivity being affected by “10-20%” (P17) and another comment
said “one to two days” (P16, P28). The last notable comment
is from one participant (P14) who responded by saying that
incorporating new initiatives for security engineering “will
always affect the sprint velocity drastically” leading to a
slower rollout of features, but concluded, “such changes are
fruitful” [18].

4.2.2 Day-to-day Activities. When it came to day-to-day
activities, the majority (n = 16) concluded that they have lit-
tle to no effect on daily development tasks. Specific security
activities that were mentioned to not interrupt development
processes include integrating tools to do “periodic security
checking” (P20) and having an external team, referring to a

group of specialist on the security aspect. However, about
two participants mentioned that the security activities lead to
"more time spent authenticating to access different environ-
ments and projects”. Overall, integrating security activities
in Agile development processes did not have a major impact
on the sprint velocity of Agile development teams [18].

4.3 RQ3: Impact
4.3.1 Software Products. This part of the survey was
optional and asked how incorporating security activities
into Agile affected their software products as a whole.

How has the involvement of these security prac-
tices affected the software product? (Optional)

14 participants responded and shared how these security
practices influenced their software products. Many partici-
pants (n = 10) noted an increase in overall security in their
software products. This suggests that implementing strong
security measures has a positive effect on software, enhanc-
ing its security and resilience to potential threats. Addi-
tionally, some participants highlighted that these practices
boosted customer trust (n = 1), emphasizing the value of fos-
tering end-user confidence. Other reported benefits included
increased team confidence (n = 1), adherence to higher stan-
dards (n = 1), and a reduction in bugs (n = 1).
However, there were noted downsides. For instance, one

participant mentioned that security activities delayed deliv-
ery timelines, as code often awaited approval (P30). Another
participant, P19, reported that their team’s security practices
rarely impacted the product’s security. Overall, our findings
indicate that security practices have a beneficial impact on
software products—improving security posture, customer
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Table 3. Security Activities and Practitioners’ Perceived Effectiveness

Security Activity Not at all Slightly Moderately Very Extremely
Addressing security in early iterations with requirements and
testing

0% 0% 13.33% 73.33% 13.33%

Stating security requirements that are expected in the produc-
tion software

0% 3.33% 20% 46.67% 30%

Adding a security specialist to your team 0% 6.67% 20% 40% 33.33%
Additional points or weights to issues with an impact on
security

0% 0% 20% 46.67% 33.33%

Iterative and incremental vulnerability and penetration testing 0% 0% 10% 30% 60%
Iterative and incremental security static analysis 0% 3.33% 6.67% 53.33% 36.67%
Iterative and incremental risk analysis, countermeasure
graphs

0% 6.67% 30% 43.33% 20%

Automatic testing 0% 3.33% 0% 30% 66.67%

Table 4. Security Activities and Practitioners’ Willingness to Include Them in Agile Processes

Security Activity Not at all Slightly Moderately Very Extremely
Addressing security in early iterations with requirements and
testing

0% 0% 29.03% 45.16% 25.81%

Stating security requirements that are expected in the produc-
tion software

0% 0% 29.03% 41.94% 29.03%

Adding a security specialist to your team 0% 6.45% 19.35% 48.39% 25.81%
Additional points or weights to issues with an impact on
security

0% 0% 12.9% 38.71% 48.39%

Iterative and incremental vulnerability and penetration testing 0% 0% 16.13% 19.35% 64.52%
Iterative and incremental security static analysis 0% 0% 3.23% 45.16% 51.61%
Iterative and incremental risk analysis, countermeasure
graphs

3.23% 0% 22.58% 48.39% 25.81%

Automatic testing 0% 0% 3.23% 29.03% 67.74%

trust, team morale, and quality. However, careful planning
is needed to avoid delays in feature deployment.

4.3.2 Organization. The authors also investigated how se-
curity activities influenced the broader organization. About
12 participants responded to this question. While some par-
ticipants reported positive effects, such as an increase in
security practices (n = 1), improved organizational culture
(n = 1), enhanced company reputation (n = 1), and greater
customer confidence (n = 1), most respondents saw either
no effect (n = 4) or minimal impact (n = 4). This suggests
that while some organizations perceive clear benefits, others
may not see significant changes from implementing these
practices. Further analysis is required to identify factors driv-
ing these variations and strategies for optimizing security
integration in organizational contexts. Additionally, benefits
may be less visible as it’s difficult to quantify how many
security threats were prevented due to these practices.

4.3.3 Confidence. The study explored how security prac-
tices influenced participants’ confidence in the security of
their software. The results showed that 50% of respondents
felt “fairly confident” in their software’s security, 25% were
“somewhat confident,” and another 25% were “completely

confident.” These findings suggest that security practices
positively impact the confidence and trust of software prac-
titioners. While the study underscores the importance of
integrating robust security measures into the development
process, it also highlights the need for further efforts to en-
hance security within Agile to help instill software engineers’
confidence in their products’ security.

5 Analysis of Results
The study provides valuable insights into integrating secu-
rity activities within Agile development, focusing on soft-
ware practitioners’ perceptions and their impact on the Agile
process. Participants generally had a positive view of incor-
porating security practices into Agile, despite potential con-
flicts between the domains. This alignment with the security
practices shows a growing awareness of the importance of
software security, with security activities having minimal
impact on productivity while generally improving software
security. Although some participants noted occasional delays
and increased time in feature deployment due to security
activities, they believed the benefits of enhanced security
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outweighed these concerns. The study suggests that success-
ful integration of security practices is possible with care-
ful planning and efficient implementation, allowing Agile
teams to maintain productivity. However, some participants
expressed only moderate confidence that these security ac-
tivities were effectively improving software protection. The
study recommends increasing automation in security pro-
cesses and improving feedback mechanisms to enhance the
effectiveness of security practices and boost confidence in
system security.

5.1 Automation
Participants in the study showed a positive perception and
willingness to adopt Agile processes that involve automation
and security tools. The authors state that there was no sig-
nificant difference in the effectiveness of the eight security
activities surveyed; however, automated approaches, such
as automatic testing, were viewed more favorably and had
higher adoption rates, from Table 3 and Table 4 compared to
manual practices, like adding a security specialist. This pref-
erence for automation aligns with prior research, which has
shown that automated penetration testing is more efficient
than manual methods [17]. While automated security tech-
niques have some potential drawbacks, including inaccurate
output, failure to meet stakeholder requirements and infor-
mation overload, they still offer significant advantages [18].
There is an opportunity to further streamline security ac-
tivities through automation, and teams are encouraged to
implement automated tools for testing, vulnerability assess-
ments, penetration testing, and static security analysis to
enhance software security. Automation was also found to
be highly effective and conducive to supporting security
activities within iterative development, such as continuous
security testing and integrating automated security tools
into development pipelines. Additionally, the study high-
lights the growing adoption of DevSecOps[7], an extension
of the DevOps methodology that incorporates security tools
and concepts directly into development pipelines.

5.2 Enhanced Feedback
The study emphasizes caution against blindly automating
security tasks, as doing so can lead to ineffective or incom-
prehensible results. Previous research suggests that users
are unlikely to trust and use automated tools that provide
incorrect or unclear feedback [8]. In this study, some par-
ticipants noted that the security activities adopted by their
teams had minimal impact on product security, which con-
tributed to a lack of confidence in these processes. Addition-
ally, information overload—providing too much data without
context—can overwhelm developers, making the feedback
from security tools less useful [5]. To improve tool adoption
and effectiveness, security activities must include actionable
feedback. Collaboration between security experts and de-
velopers is crucial for enhancing feedback and increasing

trust in automated tools. Automated tools should not only
report vulnerabilities but also provide context and actionable
insights to help developers understand and address security
issues. Furthermore, developers often lack an understanding
of the consequences of security issues, making it difficult
to respond effectively. To improve understanding, prior re-
search suggests using vignettes or brief stories to explain
security concepts and influence developers’ behavior [3].
Automated tools could also suggest fixes for reported vulner-
abilities, addressing developers’ lack of knowledge on how
to resolve security issues. Research on automated program
repair has shown its potential to improve debugging, and
similar tools for suggesting security fixes could significantly
enhance software security.

6 Conclusion
Overall, integrating security practices into Agile software
development introduces both challenges and opportunities.
This study reveals that while most software practitioners
acknowledge the importance of security within Agile pro-
cesses, a substantial gap still exists between acknowledg-
ment and effective implementation. The findings indicate
that embedding security practices not only enhances soft-
ware quality but also strengthens customer trust, which in
turn boosts practitioners’ confidence in their products’ secu-
rity. However, the increased complexity and potential delays
in development timelines highlight the necessity for more
effective planning and optimization of these practices.
Organizations stand to gain by incorporating security

from the earliest stages of development, utilizing automation
tools, and fostering collaboration between security and de-
velopment teams. Making security a continuous and integral
aspect of the Agile workflow is essential to balancing the
dual demands of rapid delivery and solid security. Although
challenges remain—such as managing shifting requirements
and maintaining sprint velocity—the insights from this re-
search offer a roadmap for better aligning security goals with
Agile methodologies.
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