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Abstract

Generative Al systems like large language models and diffu-
sion models create text, images, and audio by learning from
large datasets. These datasets can contain biases or sensitive
information, and they are vulnerable to misuse or manipula-
tion. Data poisoning and adversarial techniques reveal how
small changes can significantly influence model behavior,
demonstrating both risks and potential defensive applica-
tions. Using such manipulative methods to protect datasets
raises ethical concerns: Is intentional data alteration justified,
and what harms might result? This paper explores these ques-
tions by reviewing technical approaches for dataset defense,
poisoning attacks, and evaluating whether their real-world
use is reasonable and ethically defensible.

1 Introduction

Generative artificial intelligence (AI) models have changed
the way we interact with digital content. Models like large
language models can generate essays, answer questions, or
write code [6]. Diffusion models can create high resolution
images from text descriptions [3]. To do this, these models are
trained on large datasets collected from the internet, books,
code repositories, and user contributions such as from social
media in order to replicate or mimic the found patterns.
These datasets are essential for the models’ capabilities, but
they also introduce vulnerabilities. They can contain biased
or outdated information. They can include sensitive personal
data. They can be used without permission or copyright
protection.

Poisoning attacks and adversarial attacks are techniques
that are normally used to manipulate AI models by adding
intentionally misleading training data to maliciously alter
model’s output. These, however, can be repurposed to pro-
tect publicly accessible datasets from unwanted or uncited
usage. For example, small intentional changes to data can
make it difficult for unauthorized models to learn from it or
copy it. However, altering data, even with protective intent,
carries ethical risks. It can mislead users of Al models, reduce
transparency, or cause unintended consequences that affect
others.

This paper explores this tension. First, it describes the
needed background knowledge on generative Al and the
methods used to train them in Section 2, Background. It

then describes the challenges and ethical concerns associ-
ated with datasets used to train generative Al models in
Section 3, Ethical Frameworks. Next, it explains how adver-
sarial and poisoning methods can be used to protect data,
including strategies such as unlearnable data and water-
marking as well as ethical considerations while using these
attacks in Section 4, Poisoning Attacks. Finally, in Sections 5,
and 6, Moving Forward, and Conclusion, this paper evalu-
ates whether using these techniques for defense is reasonable
and ethically justifiable, considering both their benefits and
potential harms.

2 Background

Understanding how generative Al systems can be manip-
ulated requires a clear foundation in both their technical
structure and the types of vulnerabilities that can be ex-
ploited. This section introduces two key model classes, large
language models and diffusion models, and defines several
of the most common attack strategies relevant to modern
generative systems.

2.1 Generative AI Models

2.1.1 Generative AI Model Life-Cycle. Generative Al
models exist throughout three primary phases: training, in-
ference, and deployment. During the training phase, the model
first gathers and cleans data to ensure it is accurate and useful.
Its internal settings, called parameters, start out random. The
model generates outputs and compares them to the expected
outputs provided by humans. It then adjusts its parameters
to reduce the difference between its actual output and the
expected output. Over time, this process teaches the model
how to behave and allows it to make sensible predictions
or generate new content, even for situations it hasn’t seen
before [9].

During the inference phase, the trained model is applied
to new inputs to generate outputs consistent with its learned
patterns. The processes of giving a model specific rules and
instructions, fine-tuning or prompt engineering, may be used
to adapt the model to specific applications or use-cases [9].

The deployment phase encompasses integration of the
inference phase into real-world systems, such as chatbots
and autonomous agents. Here, models operate in production
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Figure 1: Noise is added to an image used during
diffusion model training. The amount of gaussian
blur applied is represented by t. [3]

environments and may be monitored or retrained to maintain
performance.

2.2 Training Data

The training of generative Al models rely on large and di-
verse datasets to learn patterns and relationships in the data.
Training data is typically gathered from multiple sources, in-
cluding books, academic articles, encyclopedias, code reposi-
tories, and user-generated content. Web scraping is a com-
monly used to collect large amounts of text, audio, or image
data from the internet.

Once collected, the data undergoes preprocessing and
cleaning. This process removes duplicates, low-quality con-
tent, or material that could introduce harmful biases. Filter-
ing may also remove explicit or otherwise unsafe content,
depending on the model’s intended use. In some cases, syn-
thetic data or data augmentation is applied to increase cov-
erage of rare scenarios, improve the model’s ability to make
informed guesses, or balance underrepresented categories.

Even with careful collection and preprocessing, datasets
can still contain biases, misinformation, or sensitive con-
tent. These vulnerabilities highlight the importance of un-
derstanding both the source and quality of training data,
as they directly affect the model’s behavior and the ethical
implications of its outputs.

2.2.1 Neural Networks. Neural networks are generative
Al models composed of interconnected nodes called neu-
rons, arranged in layers. Each neuron applies mathematical
transformations to its inputs and passes information through
the network to identify increasingly complex patterns. Dur-
ing training, the weights of these connections are adjusted
iteratively to minimize error [6]. Neural networks are pri-
mary tools used in both diffusion models and large language
models.

t =300

Figure 2: Diffusion model attempting to iteratively
denoise images. The approximate amount of gauss-
ian blur applied is represented by t. [3]

2.2.2 Diffusion Models. Diffusion models are widely used
in text-to-image systems, where random noise is gradually
transformed into an image guided by a text prompt. Train-
ing involves repeatedly adding small amounts of noise to
samples until they are almost indistinguishable from random
noise as seen in Figure 1. The model then learns the reverse
of this process by predicting and removing noise iteratively
to reconstruct data that resembles the original distribution
as seen in Figure 2 [3]. Both of these tasks are accomplished
using neural networks.

For example, an image of a cat may be degraded through
hundreds of small noise additions until it is nearly unrecog-
nizable, then the model must learn to reconstruct the cat by
learning its shapes, colors, and patterns. This process allows
diffusion models to generate highly detailed outputs from
random noise, producing new examples that are coherent
and diverse [3].

2.2.3 Large Language Models. Large language models
(LLMs) are neural networks trained on extensive text datasets
to predict and generate natural language. They are com-
monly applied to text-based tasks such as dialogue systems,
summarization, translation, code generation, and writing
[6]. Modern LLMs use an architecture with attention mecha-
nisms, which are designed to determine what words in a text
are related to each other, to determine the relative impor-
tance of words within a sequence. Through multiple layers
of attention, LLMs capture context and meaning. However
due to their complexity, LLMs remain sensitive to manipu-
lation: small changes to training data or input prompts can
significantly influence outputs [6].

2.3 Types of Attacks on Models

This paper focuses on three connected classifications of at-
tacks on generative Al systems: adversarial, offensive, and
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Figure 3: Overview of a poisoning attack. A clean dataset is modified with a hidden trigger to create a poisoned dataset. Once
trained, the model behaves normally on typical inputs but produces a specific response when the trigger is present [9]

defensive. Adversarial techniques form the broad category,
encompassing methods that manipulate models by exploiting
weaknesses in their underlying logic. Offensive and defen-
sive techniques operate as subcategories within this larger
group, differing primarily in intent rather than in the mech-
anisms they use.

Adversarial techniques encompass a broader category of
attacks, which can include both offensive and defensive tech-
niques, that exploits weaknesses in the underlying logic of
generative Al systems. They usually involve feeding decep-
tive inputs to a model to provoke incorrect or unintended
outputs. These methods can be applied during training or
inference.

Offensive techniques are adversarial techniques that at-
tack models to cause incorrect, and malicious ouputs. For
example, fake or misleading data can be inserted to actively
degrade model performance, or to give out sensitive infor-
mation. Offensive attacks are based on altering training data
to cause malicious outputs.

Defensive techniques use similar interventions, however,
they are conversly used to protect datasets from unautho-
rized learning or replication. This includes poisoning datasets
in a controlled way, adding imperceptible noise to make data
unlearnable, or watermarking datasets to track usage [4, 8].
While these methods modify the data, their intent is to pre-
serve control over the dataset rather than to compromise the
model itself.

Understanding these general types of attacks provides
the necessary context for evaluating both technical methods
and the ethical questions surrounding the use of adversarial
techniques to protect datasets.

3 Ethical Frameworks

The scale and opacity of generative Al models raise signifi-
cant ethical concerns, particularly regarding transparency
and intellectual property. The complexity of modern neural

networks makes it difficult to fully understand how they pro-
duce outputs or which parts of the training data influence
specific behaviors. This lack of transparency complicates
accountability, making it challenging to identify errors, bi-
ases, or harmful outputs and to assign responsibility when
problems arise [1].

Intellectual property is another critical concern [1]. Many
training datasets include copyrighted works, Creative Com-
mons material, or content without explicit permission from
the original creators. Generative models can reproduce or
closely mimic such content, creating uncertainty over author-
ship and ownership. The reuse of copyrighted or licensed
material in training may violate legal and ethical norms,
and it raises questions about whether proper attribution or
compensation is owed to creators.

Creative Commons and other open licenses add additional
complexity to ethical considerations [1]. While some content
is freely available for use under certain conditions, AI models
may produce outputs that blur the lines of license compli-
ance, particularly when outputs combine multiple sources or
generate derivative works. This creates both legal and ethi-
cal challenges, especially as Al-generated content becomes
increasingly widespread and commercially significant. De-
velopers must balance the benefits of generative Al against
risks to intellectual property rights and societal trust.

4 Poisoning Attacks

Poisoning attacks are a form of adversarial training-phase
attacks where an attacker subtly alters a training dataset
to introduce specific, usually hidden behaviors into the out-
put of a model. In these attacks, a normally clean dataset is
modified by embedding a hidden trigger, creating what is
called a poisoned dataset. When the model is trained on this
poisoned dataset, it behaves normally on standard inputs but
produces a non-trivial, predetermined response whenever
the hidden trigger is present. Figure 3 illustrates this process,
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showing how a clean dataset is transformed into a poisoned
dataset through the addition of a concealed trigger and how
the model reacts once trained. In order for poisoning attacks
to be successful, the attacker must have a significant level
of control on the input training data. This control can be
wide-scale or just over a small subset of expected prompts.

4.1 Nightshade

Nightshade is an offensive prompt-specific poisoning attack
on text-to-image diffusion models introduced by Shan et al
[7]. The attack exploits the fact that only a relatively small
number of training samples correspond to any given hyper-
specific prompt or concept, a property the authors call “con-
cept sparsity.” This sparsity makes it possible for a modest
number of carefully crafted poison samples to shift a model’s
behavior for a targeted prompt.

The authors designed Nightshade to meet two goals: max-
imize the influence of each poison sample so that very few
samples are required, and avoid detection by keeping poi-
soned images visibly natural. To accomplish this, Nightshade
constructs poisoned image-text pairs by optimizing small,
targeted perturbations under a strict limit on the amount of
perturbations. The optimization leverages the model’s exist-
ing algorithms to move poisoned images toward a chosen
destination concept, the end point that Nightshade wants
the output to be, while preserving visual similarity to the
original images. In practice, Nightshade selects a small set of
candidate images related to the source concept, then chooses
a semantically unrelated destination concept. It then itera-
tively adjusts pixels within the allowed budget so that, after
training, prompts invoking the source concept produce im-
ages aligned with the destination concept rather than the
source. For example, if the source concept is “a fluffy white
Persian cat sitting on a windowsill” and the destination con-
cept is “a golden retriever playing in a park,” Nightshade
selects several images of the Persian cat and subtly modi-
fies them. After training on these poisoned images, prompts
meant to generate the golden retriever may instead produce
outputs with cat-like features, blending elements of the orig-
inal cat images into the dog scene. Shan et al show that with
these techniques fewer than one hundred optimized poison
samples can substantially alter outputs in large models such
as Stable Diffusion SDXL [7].

Beyond demonstrating technical feasibility, the Night-
shade authors propose using this same poisoning methods
as a defensive tool for content owners [7]. By embedding
poison samples in publicly available content, artists and pub-
lishers could charge a cost on unauthorized scraping and
model training, since models trained on poisoned data may
produce degraded or corrupted outputs.

4.2 Unlearnable Examples

Unlearnable examples are a defensive technique designed
to protect data from being used to train machine learning

models. By adding small, carefully crafted modifications,
called noise, to images, it becomes difficult or impossible for
a model to learn from them. To human eyes, these images
look unchanged, but the subtle alterations interfere with the
patterns the model relies on to learn. This approach provides
a way for individuals or organizations to control how and
when their data is used without noticeably altering it [4].

There are different types of noise used to create unlearn-
able examples. Sample-wise noise is unique to each image,
making every data point individually resistant to learning.
Class-wise noise, on the other hand, is shared across all im-
ages of a particular category, protecting an entire class at
once. The most effective method is error-minimizing noise,
which is specifically optimized to reduce a model’s ability to
learn. Less targeted approaches, like random noise or tradi-
tional adversarial perturbations, are generally less effective
at stopping learning [4].

Unlearnable examples have been tested on widely used
datasets such as CIFAR-10, CIFAR-100, SVHN, and ImageNet.
Experiments show that models trained on protected datasets
often experience a dramatic drop in accuracy, sometimes
from over 90% to below 20% [4]. These protections can also
be applied selectively, allowing certain classes of images
to be protected while leaving others available for training.
This flexibility makes unlearnable examples useful in a va-
riety of real-world scenarios. Beyond image classification,
researchers are exploring how unlearnable examples can
protect other types of data, such as text, audio, and video.
As machine learning becomes more pervasive, techniques
like these highlight the growing importance of data privacy.

4.3 Watermarking Public Datasets

Data watermarking is a protection technique that discreetly
embeds an identifiable marker or signal into a dataset. Unlike
traditional methods such as data anonymization or encryp-
tion, which primarily prevent unauthorized access, water-
marking aims to assert ownership and track usage of the
dataset. Typically applied to noise-tolerant data such as im-
ages, audio, and video, watermarking creats perturbed data
that is modified in such a way that is imperceptible to hu-
mans, but detectable by specialized verification procedures
upon output [8]. An example of this modified input data can
be seen in column 2 of Figure 4.

In the context of machine learning, standard watermark-
ing faces challenges: traditional watermarks do not guaran-
tee the detection of dataset usage in training neural networks,
nor can they prevent unauthorized redistribution without
affecting model performance. To address this, clean-label
backdoor watermarking has emerged as a promising strat-
egy, embedding triggers into datasets that create a hidden
backdoor functionality in models trained on them, such as
a colorful patch or a texture pattern on images as seen in
Figure 4, or added specific words/tokens into an output text

(8].
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Figure 4: Images showing the original input data, perturbed input data, and two examples of watermarked outputs.[8]

4.3.1 Watermarking Overview. Effective dataset water-
marking should satisfy three key desiderata. It should have
low distortion, it should be effective, and it should be incon-
spicuous. The watermarking process should minimally af-
fect dataset utility. Models trained on watermarked datasets
should perform comparably to models trained on the origi-
nal dataset. Models trained on watermarked data also must
reliably learn the embedded watermark (e.g., a backdoor
function), enabling the defender to confirm dataset usage.
The watermark should also remain inconspicuous to avoid
detection by adversaries, including human inspection and
automated outlier detection methods.

4.3.2 Making The Watermark. Watermarking injects
small, imperceptible perturbations into a limited subset of
training samples while preserving their original content and
context. This process involves two main components. First,
adversarial perturbations are added to the selected data to
mask normal features and encourage the model to depend on
a hidden trigger; for images and audio these perturbations
can be created using standard adversarial techniques, while
text may use alternative methods' [8]. Second, a backdoor
trigger, such as a short impulse in audio, a colorful patch or
texture in images (see column 3 of Figure 4), or a specific
word insertion in text, is applied so the model learns a hidden
association between that trigger and a chosen target label or
prompt.

ITwo methods are used to add peturbations to text. The first method is
synonym substitution, which takes common words/tenses and replaces them
with less used words/tenses while still keeping the original meaning. The
other method is token insertion, where a very specific string of characters is
inserted consistently across the dataset as an identifier

4.3.3 Verification via Pairwise Hypothesis Testing.
To check whether a model was trained on a watermarked
dataset, defenders examine how its predictions change when
a hidden trigger is added. They compare the model’s normal
output to its output on trigger-stamped inputs to see if the
trigger pushes the model toward a specific class. A modified
Wilcoxon two-tailed test is then used to determine whether
this shift is meaningful or just random variation [8]. If the
trigger consistently causes a noticeable change, it provides
evidence that the watermark backdoor is present and that
the protected data was used. This helps distinguish ordinary
model mistakes from intentional watermark activation, such
as when a texture or pattern like the one in Figure 4 appears
in the input.

4.4 Ethical Implications: Adversarial Attacks to
Protect Datasets

Techniques such as Nightshade, unlearnable examples, and
dataset watermarking offer powerful tools for controlling
access to datasets and protecting intellectual property. How-
ever, their deployment raises several ethical concerns that
must be carefully considered.

4.4.1 Transparency and Trust. Nightshade and unlearn-
able examples aim to prevent models from learning certain
data, while watermarking embeds hidden triggers to assert
ownership. These hidden modifications can undermine trans-
parency, as users or downstream model developers may be
unaware of alterations, potentially further eroding trust in
online information [5].

4.4.2 Potential Misuse. Techniques designed to protect
data can be misused. Watermarks or unlearnable examples
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could be repurposed to intentionally degrade model perfor-
mance or create malicious backdoors. Nightshade’s selective
poisoning could similarly be exploited to bias models against
certain data groups. Ethical deployment requires careful gov-
ernance to prevent abuse [5].

4.4.3 Fairness and Bias. Data modifications may interact
unevenly with different populations of data, unintention-
ally exacerbating biases. For example, unlearnable examples
might disproportionately affect underrepresented datapoints,
and watermark triggers could lead to unequal model be-
havior when encountered. Nightshade’s targeted poisoning
could introduce subtle skew in model learning. Ensuring
fairness requires rigorous evaluation across demographic
and feature subsets.

4.4.4 Implications for Model Reliability. These tech-
niques can alter model behavior in subtle or unpredictable
ways. Nightshade and unlearnable examples unintentionally
reduce a model’s ability to generalize on certain data, poten-
tially degrading performance. Watermarking may introduce
hidden behaviors that only activate under specific triggers.
Ethical deployment requires assessing the reliability and
safety of models trained on such datasets to prevent harm
in real-world applications [5].

4.4.5 Balancing Intellectual Property and Public Good.

Many datasets include sensitive, proprietary, or high-value
information, and their unregulated use can allow Al models
to leverage this content without consent or compensation.
This raises questions about ownership, control, and account-
ability, especially when models trained on private data are
deployed commercially or shared widely. At the same time,
overly restrictive protections can clash with the collaborative
norms of research, as high barriers to access can prevent inde-
pendent verification, replication of results, and the broader
use of Al models in ways that could benefit society. The
problem lies not only in the legal or ethical frameworks but
also in the technical mechanisms: models can memorize and
reproduce data, sometimes revealing content from protected
datasets, even if indirect. This creates a conflict between the
rights of data owners and the unintended consequences of
Al systems using intellectual property without oversight.

5 Moving Forward

As Al technologies continue to advance, the use of defensive
techniques such as watermarking, Nightshade, and unlearn-
able examples will remain a critical tool for protecting the
intellectual property and rights of data owners. These tech-
niques can help prevent unauthorized model training or the
extraction of sensitive information, and in that sense, they
are largely beneficial. However, their deployment must be
accompanied by transparency. Users, researchers, and the
public should have clear information about how defensive

methods are applied, what their limitations are, and the ways
in which they may influence model behavior.

Similarly, model developers and organizations should be
transparent about their training practices. Disclosing the
types of data used, the methods of curation, and any prepro-
cessing or defensive measures employed helps build trust,
allows for more reproducible research, and supports account-
ability. Transparency ensures that stakeholders on both sides,
data owners and Al developers, can make informed decisions
and engage in ethical practices.

Governments have a key role to play in this evolving
landscape [2]. They are uniquely positioned to ensure that
both content owners and Al developers have equitable ac-
cess to the resources and capital necessary for their work.
Regulatory frameworks, funding incentives, and oversight
mechanisms can help maintain a balance, ensuring that inno-
vation continues without disproportionately disadvantaging
one side or the other. By facilitating a fair ecosystem, gov-
ernments can help sustain both technological advancement
and public benefit.

6 Conclusions

Defensive poisoning methods such as Nightshade, unlearn-
able examples, and dataset watermarking offer valuable ways
to protect data from unauthorized model training and misuse.
They help preserve intellectual property and give content
owners more control in an environment where large-scale
web scraping is common. At the same time, these approaches
introduce ethical challenges. Hidden modifications can re-
duce transparency, create unintended model behaviors, or
lead to unequal impacts across different types of data and
users.

Moving forward, responsible use of these defenses re-
quires striking a balance between protecting data and sup-
porting the public good. Clear disclosure practices, careful
evaluation of model reliability, and thoughtful regulatory
guidance will be essential. As generative Al continues to
expand, aligning defensive techniques with ethical princi-
ples will help ensure that both innovation and accountability
remain central priorities.
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