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What is a Hash function?

● Algorithm
● Input message of arbitrary bit-length
● Outputs fixed bit-length(hash value)



Collisions in Hash Functions

Collision occurs when two distinct inputs

x and y output to the same hash value z such that :

h( x ) = h( y ) = z



Properties of Hash Functions

● Preimage resistance (one-wayness).

● Second preimage resistance.

● Collision resistance.



Preimage Resistance (Property 1)

● One way

     Given hash output z,
     finding input x such that
     z = h(x) should be infeasible.

[1]



Second preimage resistance (Property 2)

Given input message x1

finding x2 such that 

h( x1 ) = h( x2 ) 

should be infeasible.

[1]



Collision resistance (Property 3)

Finding distinct input messages 

x1  and x2  such that

that h( x1 ) = h( x2 )

should be infeasible.

[1]



Why and Where are Hash functions used?
WHY:
● Data Integrity

WHERE:
● Digital Signature Schemes.

● Message Authentication Code (MAC).

● Other authentication protocols.
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SHA-1

● Secure Hash Algorithm 1.

● Created in 1995 by NSA.

● Many theoretical attacks since 2005.

● Finally, broken by Google and CWI in 2017.



SHA-1 continued:

● Input of arbitrary bit-length.

● Outputs 160-bit hash value.

● Input is padded to obtain a multiple of 512 bits.



SHA-1’s construction (Merkle-Damgard)

● After padding, input is segmented
into 512-bit message blocks (x1,...,xn ).

● Each message block (xi ) is fed into
the compression function.

● Hash value h(x) is output after final
iteration 

[1]



Compression Algorithm of SHA-1

● Message schedule expands the message blocks into eighty 32-bit 

strings W0,...,W79
  known as message words.

● The chaining value is initialized 
to a predefined value 
H0 = IV (initialization vector)

● Chaining value Hi-1 is segmented into
five 32-bit strings known as state words
represented by letters A,B,C,D,E.

[1]



Compression Algorithm of SHA-1 (continued)

● There are 4 stages within the compression 
function.

● Each stage consists of 20 rounds.

● Each round updates the chaining value using
a message word Wi  such that :
 Hi = Round(Hi-1,Wi-1 )

● The final chaining value H80 is the hash output.

[1]



Compression Algorithm of SHA-1 (continued):

● Each stage use different bitwise boolean functions and constants.

● AND, OR, NOT
XOR.

● A local collision occurs when the chaining
values of two message words are equal such that :
 A,B,C,D,E(Wi ) = A,B,C,D,E(Wj )

[1]



SHAttered Attack

PDF.1 PDF.2

SHA-1(PDF.1) = SHA-1(PDF.2)

[2]



Type of Attack

Chosen-prefix attack by constructing two files
 x and y : where,
    x = (P   M1

(x)    M2
(x)) and y = (P   M1

(y)   M2
(y)) 

     and
    P is the identical prefix  
    M1

(x) , M1
(y) is the first near-collision block pair

    M2
(x) , M2

(y) is the second near-collision block pair
    such that x and y collide for any suffix S
          
SHA-1( P || M1

(x) || M2
(x) || S ) = SHA-1( P || M1

(y) || M2
(y) || S ) 



Attack Overview

                

Computation SHA-1(x) = CVc

Computation SHA-1(y) = CVc



Construction of the files x and y

 x = (P   M1
(x)    M2

(x)) and y = (P   M1
(y)  M2

(y)) 
           
      P in Hexidecimal 

  P = W1,...,W48
    (48 message words) (1536 bits)

[2]



Construction of the files x and y (continued)
x = (P   M1

(x)    M2
(x)) and y = (P   M1

(y)  M2
(y)) 

First and Second near-collision blocks of x:

First and Second near-collision blocks of y:

M1
(x) = W49,...,W64

M2
(x) = W65,...,W80

M1
(y) = W49,...,W64

M2
(y) = W65,...,W80

[2]



Attack Overview

                

Computation SHA-1(y)

Computation SHA-1(x)

[2]



Local Collisions using Disturbance Vector

● Disturbance Vector (DV) is a set of expanded message words
that aim to cause a local collision.

● Every “1” bit of a DV marks the start of
 a local collision by creating a disturbance.

● The disturbance is then corrected within the next
5 rounds to obtain the same chaining value
such that :
A,B,C,D,E(Wi ) = A,B,C,D,E(Wi+5 )

[1]



Disturbance Vector Selection

● The message expansion schedule is defined in two directions: Forward and 
Backward expansion.

● The first 16 message words W0,...,W15 is known as the information window.

● These 16 message words can be expanded forward to obtain the remaining 
64 message words W16,...,W79 using the standard SHA-1 recursive equation.

● Similarly, we can expand those 16 message words backwards to obtain 
W-64,...,W-1 using the recursive equation below :



Disturbance Vector Selection (continued)

● For a given information window, we can construct 144 message words 
through forward and backward expansion.

● These 144 expanded message words W-64,...W-1,W0,...,W15,W16,...,W79  is 
known as the extended expanded message (EEM).

● For each EEM, there are 65 valid expanded message words, each of which
is a potential candidate as disturbance vector.

[3]



Differential Path (DP)

● Differential Path (DP) is a form of cryptanalysis that is the study of how 
differences in input can affect the resultant differences in output.

● Allows us to obtain a precise description of bit differences in state words
and message words.

● Helps us understand how those differences should propagate over the 
80 rounds of the compression function. 



Collision Attack using DV and DP
● We can connect the chaining value differences with the local collision

positions of a DV.

● This is achieved by constructing a non-linear differential path over the 
first 16 rounds that unite the chaining value bit differences to the “1” bit 
positions of the DV.

● After which we can determine a system of equations over the 80 rounds.

● The solution to these equations is in the form of a near-collision
message block pair.

[1]



Computation of Attack

● Required 9,223,372,036,854,775,808  SHA-1 
computations.

● 6,500 years of single-CPU computations.

● 110 years of single-GPU computations.

● 100,000 times faster than the Brute force attack.



Conclusion

● Certification Authority (CA) not allowed to issue SHA-1 
certificates anymore.

● Websites protected by SHA-1 certificates are now 
considered insecure by both Chrome and Firefox.

● Don’t use SHA-1 anymore!

● Consider using better alternatives, SHA-256 or SHA-3.
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