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Privacy and Security 

User Activity 

• Banking 

• Politics  

• Shopping

• Communication 

• Media 

• Data 

Incognito Mode

• Browsing history 

• Internet tracking 

www.google.com



What is a Browser?

Browsers: 

• Browser Wars

• User Agent Header 

• Header’s elements



What is a Browser Fingerprint?

Definition:

• ID created from data about the 
‘Web Client’

• Modern Fingerprint:
• Peter Eckersley 

• User Agent Header 

First Fingerprint:

• Jonathan Mayer

• 2009 

• Navigator objects 

• Plugins 



What is a Browser Fingerprint?

Attributes: 

• User Agent Header 

• Screen Resolution 

• Language 

• Time Zone

• APIs
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• Conclusions 



The Underlying Structure

Cl ient -Server  & Request -Response

• Structure: 

• Client 

• Server 

• Database

• Data Transmission 
• Request Packets 

• Response Packets 



Attribute Collection

How its  Done:

• JavaScript 

• Querying 

• API

• Canvas 

• WebGL

• Cookies 

Cl ient  – Server  

• Scripts 

• Response

• Sessions 

• Cookies 

• Persistent fingerprint 
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Available Countermeasures

• Browsers

• Tor 

• Brave

• Extensions 

https://1000logos.net/tor-logo https://www.computerworld.com/article/3292619/the-
brave-browser-basics-what-it-does-how-it-differs-from-
rivals.html

https://chrome.google.com/webstore/category/ext
ensions?utm_source=chrome-ntp-icon

https://1000logos.net/tor-logo
https://www.computerworld.com/article/3292619/the-brave-browser-basics-what-it-does-how-it-differs-from-rivals.html
https://chrome.google.com/webstore/category/extensions?utm_source=chrome-ntp-icon


Available Countermeasures 

Script Blocking

• Ad-BlockPlus

• Disconnect

• Ghostery

• NoScript

• Privacy Badger

• uBlock

Attribute Blocking 

• CanvasBlocker

• Canvas Defender 



Available Countermeasures 

Attribute Switching  

• User Agent Switcher 

• Random Agent Spoofer 

Attribute Blurring 

• FPGuard



Outline

• The Structure and Attribute Collection Practices

• Available Countermeasures 

• Security and Usability Focused Platform 

• Conclusions 



Security and Usability Focused Platform 

Non-unique Fingerprint

• User Experience

• Clustering Algorithm 

• A. Gómez-Boix, D. Frey, 
Y.-D. Bromberg, and B. 
Baudry. 2019

A. Gómez-Boix, D. Frey, Y.-D. Bromberg, and B. Baudry. 2019



Security and Usability Focused Platform 

Distance: Fingerprint Generation:

Disruption:

Identifiabil ity:

• Algorithms:

• K-Means Clustering 

• Density Based Clustering 
Algorithm

• Agglomerative Hierarchical 
Clustering

• Centroid of the clusters 

• Lowest Entropy 



Security and Usability Focused Platform 

Images from: A. Gómez-Boix, D. Frey, Y.-D. Bromberg, and B. Baudry. 2019



Security and Usability Focused Platform 

Images from: A. Gómez-Boix, D. Frey, Y.-D. Bromberg, and B. Baudry. 2019



Security and Usability Focused Platform 

Experiment Results: 

• Reduced Identifiability

• Fingerprint Protection 
Platform
• Browser

• Website 

• Software Containers

Larger Scope 

• Scalability
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Conclusion 

• De-anonymization 

• Tracking 

• Solutions:

• FPP

• Browser Extensions 

• User actions 
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Thank you 

QUESTIONS?


