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What is a Browser?

Browser Wars

User Agent Header Mozilla/5.8 (X11: Ubuntu; Linux x86 64: rv:85.8)
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What is a Browser Fingerprint?

ID created from data about the Jonathan Mayer
Web Client 5009
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What is a Browser Fingerprint?

Fingerprint
91c1f143cfd3b0d5eb58e

Device Signature

userAgent = Mozilla/s5.8 (X11; Ubuntu; Linux x86 64; rv:85.8)
1668181 Firefao
webdriver = false
lLanguage = en-US
colorDepth =

User Agent Header ereenmosmioion -

Screen Resolution st

platform = Linu>
plugins =
La n g u a ge touchSupport = @, false, false
fonts = Arial,Arial Narrow,Bitstream Vera Sans Mono,Bookman Old
Style,Century Schoolbook,Courier,Courier New
audio = 35.73833402246237
: deviceMemory = nmot available
TI me Zone hardwareConcurrency = 4
canvas = canvas winding:yes,canvas
fp:data: image/png; basebd DRwOKGQoAAAANSUREUgAABSAAAAD I CAYAAACWGNOBAA
AgA
A P I S webglVendorAndRenderer = Intel Open Source Techmology Center~Mesa DRI
Intel{R) HD Graphics 3808 (SNB GT2)
webgl =
data:image/png;base6d, iVBORWEKGgoAAAANSUNEUgAAASWARACWCAY AAABKWT XSAAARC
KLEQVR4n03c/2vbi37f8eefsRE2ub

ow Details

Fingerprint in Cookie
Mo fingerprint cookie




Outline

The Structure and Attribute Collection Practices
Available Countermeasures
Security and Usability Focused Platform

Conclusions



The Underlying Structure

Client-Server & Request-Response

* Structure:
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Attribute Collection

JavaScript
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Available Countermeasures

Browsers R
&~ chrome web stol
Tor
Brave Search the store
Extensions
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https://1000logos.net/tor-logo
https://www.computerworld.com/article/3292619/the-brave-browser-basics-what-it-does-how-it-differs-from-rivals.html
https://chrome.google.com/webstore/category/extensions?utm_source=chrome-ntp-icon

Available Countermeasures

Ad-BlockPlus CanvasBlocker
Disconnect Canvas Defender
Ghostery

NoScript

Privacy Badger
uBlock



Available Countermeasures

User Agent Switcher FPGuard
Random Agent Spoofer
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Security and Usability Focused Platform
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Security and Usability Focused Platform
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Security and Usability Focused Platform

Chrome, Linux

Disruption

# Number of % of
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of FP devices | unique

Linux, Chrome 52105
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5
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Security and Usability Focused Platform
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Security and Usability Focused Platform

Reduced ldentifiability Scalability
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Conclusion

De-anonymization Solutions:
FPP
Browser Extensions

Tracking

User actions
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